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Introduction-Role of WGS3

NEAOSS Forum formed

n WG3 : Standardi zati on and Cer

Open Source Software standardization and certification in July 2004



WG3 structure and Officers

' A Co-chairmen (CJK)
NEAOSS WG [y, A Secretariat
Miao Zongli China
Koutarou Noyama Japan
Keundong Kim Korea
Secretariat: Kan Zhang (CJK)
' SWG1 (IME-SPI)
:IIIIIIIZIIIIIIIZIIIIIIIIZ> Dismissed at 2009
SWG2 (Web)
FWTF — Find new work item for WG3 —* A SPDX
R : "A'"é's'MA'AFM """"
OMATF OSS Maturity _>L A 0SS Governance F/W

Assessment oo

x Note: All activities/decisions are per NEAOSS WG3 directives



Recent Meeting Activities

2016 2017
Jan May July Sep Nov Dec
2016.5.17 2016.7.21 2016.10.19 2016.11.15
o A Evaluation Methodology of Government R&D Project
Beijing A FOSS Supply Chain Risk Management

A Open Source Software Hub

A Survey of OSS in Big Data Platform and Data Analysis Result
9 Tokyo A FOSS Supply Chain Risk Management
A Standard Status of Smart terminal

A Introduction of the OpenTHOS
/3) Beijing A FOSS Governance Guide
A OASIS(Open Adoption Support Information System)

A Preparation for 15th NEA OSS Promotion Forum

(4] Cheju A WG3 Work Plan in 2017



WG3 Documents Server

A Totally
A WGB M eetl ng : 38 WGE_NET&_WGE Chairman's Statment (draft version) on the 33th’

WGE_NETE_Karea MB's report of OASIS on the 33th WG3 meetini
A WGB DOCU ments: 276 P WG3_N274 Korea MB's report of FOSS Governance Guide on the

P WG3_N273_Korea MB's report of SCRM standard guideline on th

P WG3_N272_Korea MB's status report on the 33th WG3 meeting.p

P WG3_N271_Japan MB's report on the 33th WG3 meeting.pdf

P WG3_N270_China MB's report on the 33th WG3 meeting.pdf

P WG3_N269_Meeting Report of the 33th meeting of NEA 0SS Pror

[_] 25th meeting

[L] 25th pre-meeting
[] 26th meeting

[L] 26th pre-meeting
[L] 27th meeting

[] 28th-1 meeting
[] 28th-2 meeting
[L] 29th meeting

[L] 30th meeting

[L] 31th meeting

[] 32th meeting

[] 33th meeting




FOSS Supply Chain Risk Management

Background

AnhBy 2016, Open Source Soft waiticad wi
applications within 99% of GI obal

AnN78% of companies run on open sou
open source

Open Source Vulnerabilities Reported Per Year
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Reference: Black Duck Software knowledgebase, NVD, VulnDB



FOSS Supply Chain Risk Management

Heartbleed Shellshock Freak Ghost Venom
Component: OpenSSL Bash OpenSSL  GNU C library QEMU
Introduced: 2011 1989 1990's 2000 2004
Discovered: 2014 2014 2015 2015 2015
Found by: Rikﬁ‘éi:tti’ Chazelas Beurdouche I’ESQE!L;?E;’TSEFS Geffner

Mehta



FOSS Supply Chain Risk Management
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Why Legal Teams Care about Open Source Security?
Open source risk management is not limited to license compliance.
Legal teams are increasingly aware of security obligations & risks.

Internal/External Reporting
A Executive management, Directors, Regulatory Agencies

Litigation Risks
A Lawsuits from customer/patient/financial data loss

Regulatory Penalties
A HIPAA, PCI, SOX

Loss of company IP/secrets
Damage to company reputation from high-visibility breaches



FOSS Supply Chain Risk Management

A Four factors that make open Source different
1. Used everywhere
2. Easy access to code
3. Vulnerabilities are public
4. Exploits readily available

A The Road to Secure Open Source Use

| SECURITY >

A

SECURE

| MATURITY




FOSS Supply Chain Risk Management

+ Create Project  J) ~

Hub Internal Projects

Duck Hub » 2.0

Versions: 2 | Owner: Dave Meurer | Tier: 1 | Phase: Released | Distribution: External = Components U Security €} Files I Reports £ Settings
Security Risk License Risk Operational Risk
High 2 [ High 5 [ High 12 [
Medium 2 Medium 11 Medium 14
0 0 Low 2
None 34 None 22 None 3
+ Add Component # Edit | @lgnore ~| Display Ignored
- Component = Version License Security Risk Operational Risk Match Type Usage
- ANTLR 277 B5D 3-clause "New" or "Revised” License | Automatic Used
. Apache Commons FileUpload 1.2.2 Apache License 2.0 | B ] Automatic Used
. Apache Commons Lang 3.1 Apache License 2.0 Automatic Used
Apache Struts 23.7 Apache License 2.0 L Automatic Used
1 file matched Apache License 2.0 © High Match details:
Apache Struts » 2.3.7 Medium Medium Exact

Last Updated a month ago
- ASM 33 BSD 3-clause "New" or "Revised" License | Automatic Used

ASM Commons 3.3 BSD 3-clause "New" or "Revised” License | Automatic Used



FOSS Supply Chain Risk Management

(") BLACK

HUB

+ Create Project

Hub Internal Projects

Duck Hub» 2.0

Versions: 2 | Owner: Dave Meurer | Tier: 1 | Phase: Released | Distribution: External
Security Risks 15 Vulnerabilities in pache strus 23.7
High 2 |
Medium 2 Identifier = Published
0 |
None 34 VulnDE| 103918 Mar 3, 2014
VulnDE| 95405 Jul 18, 2013
VulnDE| 95406 Jul 18, 2013
Component Vulnerabilities [nwD | CVE-2013-1965 Jul 11,2013
Apache Commons High il | [[nwD | CVE-2013-1966  Jul 11,2013
FileUpload Medium 1
122 ow 11 [NVD | CVE-2013-2115 Jul 11,2013
[nvD | CVE-2013-2134 Jul 17, 2013
High o [
Apache Struts £ i
237 Medium &
o 0| Description
Apache Struts 2 before 2.3.14.3
Hib 0| allows remote attackers to execute
., '_l :aan._a.tle Medium 1 arbitrary OGNL code via a request
R o with a crafted action name that is
not properly handled during
o wildcard matching, a different
J'C:t_lu;ary Mediom 1 vulnerability than CVE-2013-2135.
6.2 o

View full record

Components U Security 4 Files

Base Score Exploitability

10 I

6.8 I

4.3

9.3 I

9.3 I

9.3 I

9.3 I

Impact Status

10 I 10

8.6 I

8.6 I

8.6 I

8.6 I

8.6 I

8.6 I

Base Score Metrics @

NETWORK
COMPLETE
MEDIUM
COMPLETE
NONE
COMPLETE

Jul 1

7,2013

May 5, 2014

6.4

2901

10 I

10 .

10 I

10 .

Remediation

|#* Reports

Target date
Never
MNever

in 7 days

19 days ago
MNever

25 days ago

19 days ago

Target date ® Jul 23, 2015 #) Reviewed by dema’
Actual date /- B Reviewed Jul13, 2015

Updated by  dema!
Updated Jul 13, 2015

Status | Remediation Required

needs fixing

ke
v

& Settings

Actual date
Mever
Newver
Never
Mever
Newver
Never

Never



Classification

Standard Development

Standard

FOSS Supply Chain Risk Management

Comments

1
Origins (sources) of
supply chains

Organisation

150 5C27

ISO/IEC 27036: Guidelines
for Security of Outsourcing

These are generic
documents and not
specific to 5CI

2 MASPO (North American Mothing specific to
Delivery and Security Products SCI
governance of the Organization)
Supply Chain NIST
3 ISO 5C31 RFID supply chain Mothing specific to
F'rm:_-ﬁsmg_ and INEMI Supply Chain applications SCI
RonTiguration study group Risk Modelling pilot
HDPUG Supply Chain Data Exchange pilot
study group:
4 JTC1-5C27 N10656: Update to ISO Nothing specific to
Integrity techniques Safecode 2?‘]‘]2.: Security sSCl
Techniques
Open Group
Open Trusted Technology
Framework
5 ISO TC247 Fraud Controls and Mothing specific to

Verification and
checks

Countermeasures

SEMI T20: Traceability
(semiconductor industry)

5CI




FOSS Supply Chain Risk Management

;_ﬂ

I. The overvew and need of 035 SCM

A WG3 has finished FOSS SCRM | 11meowenewsios s :

) ) 1.3 The scope of standard procedure of 0SS SCM e i

o. | | M
standard guideline S s e 1 (oA o
A The requirements of OSS supply e
management "1 T reuranents rten ' conooren: e devlonen: -2

} Structure o Supply chain

A Th g f OSS SCR M . 33 055 oistributhon Ife cCy¥cle 33
e gove rn an Ce Or N. mi_fﬁ'ﬁm;‘;ﬁazﬂ:n[ﬁfs [Sﬁﬂsﬁléfugg:l“chaln Rizk Management] -
I 12 Tm mrﬂnse anu Dlnmlzmlun fl}r DSS ECHH ....................................... uﬁ
A OSS profiling for SCRM B 2
A The guide of compliance for SCRM 43 The educatin for 055 ScRM 7
. . 4.7 The manitoring for 058 SCAM 82
A SP DX SpeCIflcatlon " [Egjmglﬂ;m:lrgf:lesﬁﬁ:m purpose of profiling for 0SS SCM ———memememmees Ba
: . 5.2 The categorization and attribution of 0SS profiing ————————— 87
A The application of SPDX for SCRM 55 Man 055 profiing - 4

. The guide of compiiance for SCRM

6.1 GPL Compliance gQulge of SALC 142
.2 The feature and obligation of OBS llcense 165
VI. SFOX for SCAM
7.1 Thie oveview of SPOX 172
7.2 History of SPOX 172
1 . 7.3 SPOX Working Group 173
We have supplied service for 01 specrcaton
8.1 The composition of SPDX 175
. £.2 SPOX specification 178
more than 1000 enterprises. . pgoring 101 o S for 7
8.1 SPDX Workoroup Tools 182
8.2 Community Tools 1683
9.3 Commerclal Tools 184
I. e application of SFOX for SCAM
101 085 Governance 185
10.2 The Standard procedure of 055 for §POX —————mmmm e 27

M. SFOX Ucense List
. FA[ for SPOX




FOSS Governance

A Definition
A Open-source governance (also known as open politics) is a political
philosophy which advocates the application of the philosophies of the
open-source and open-content movements to democratic principles to
enable any interested citizen to add to the creation of policy, as with a
wiki document. (https://en.wikipedia.org/wiki/Open-source governance)

A Open source governance is the way an organization controls the use of
open source software within their products and services, supply chains
and business management activities, and the associated business and
legal processes. (blackduck)



FOSS Governance

A Purpose
A This guide provides a control framework and procedures
for companies using open source, designed to help the
accountability and compliance of enterprise open source.

A Sco pe Corporate Governance
Information Information

Technology Security
Governance Governance
A 4 N

Open Source Software
Governance

J

Scope of open source governance



FOSS Governance

A Structure of FOSS Governance framework

Diagnosis or
consulting

v
Create policy

Build
Organization

- . A - Operatio d

Continuously improve

m

jui = i - Technical
n'::am Contract » Design Installation Sup
v v ¥
Research Development Operation Community
i’ h J v
Analysis Packaging Maintenance
v v
Evaluation TESE  lfemnesd
¥

3 Non sequential
activities

5 Phases of
FOSS Adoption

18 Sequential
activities



FOSS Governance

A Four standards in Korea

TTAK.KO-11.0110
TTAK.KO-11.0133/R1

TTAK.KO-11.0182

TTAK.KO-11.0176

Open Source Software Categorization & Profile

Open Source Software Maturity and Applicability
Assessment Model(OSMAAM)

TTAK.KO-11.0182 Open source software package data
exchange specification(SPDX)

The Governance framework for Open Source Software



FOSS Governance

A Appling the Standard to the Structure of
FOSS Governance framework amoork for Open

Source Software
TTAK.KO-11.0182

package data
exchange

specification(SPDX)

Continuously improve

Establish poli — - Operation and
— icy Acquisition Adoption Maintenance o

TTAK.KO-11.0110 Diagnosis or Requirements Contract  Design Installation  lcchnical
Open Source Software consulting Analysis _ Support
Categorization & Profile \l- —— - v \

_ Create policy Research | Development Operation Community

| e L e e ¥

Build i ! P = Mainte

I Drgarlllilzaliun | Analysis I gﬂ!lln ai IEna.m:

I I v ] v
TTAK.KO-11.0133/R1 | Evaluation | Test <4
Open Source Software Maturity I | :
and Applicability Assessment - e o o Y

Model(OSMAAM) Deployment



FOSS Governance

A Future Work Overview

The Competency The open source projects
management method for monitoring method of
open source software Continuously improve enterprises in Japan.
engineers Ex) FUJITSU big data FOSS

N . . Operation and J

Diagnosis or Requirements . - Technical
consalting 2qu Contract Design Installation

Analysis Support
v - v v
Create policy Research Development Operation Community
+ - ,
Drgi?rllliizlgﬁun Analysis Packaging Maintenance
; v _
Open ‘.SDU.FCE : Evaluation Test oo The open source community
D_rgamzaf:mn - AT management techniques of
Diagnostic Model. w:mt enterprises in China.

Ex) HUAWEI, ALIBABA ...



Technology requirement of mobile
terminal browser

A Background
PC Interactive terminal =2:3 2007
PC smartterminal =1:10 Now
smart ter minal wi | | reach 33

A Purpose
A This standard applies to the design, development and test
of mobile terminal browser



Technology requirement of mobile
terminal browser

A Scope

Runtime System
Requirements

Function Software Design
Requirements Requirements

wNetwork wMakeup wDisplay wDesign Rules
wPlatform Language wOperation wAnalytical Page
wMemory wTransferProtocol wNetwork Requirements
wScreen wSecurityProtocol wAddress Bar wPerformance
wKeyboard wlmage Format Function Requirements
wInput Method wAudio and Video wDownload wCore
WX Format Function Requirements
wCache wUpload Function wCache
WX wBookmark Requirements
Function WX

wSecurity Function
wCache Function
wX



Technology requirement of mobile
terminal browser

Final
Version
A Technology
Verify requirement of
mobile
terminal
I_l__>[Pub|icityJ browser
I_l_—>[ Draft J
New
Project

A Standard Status




OPENTHOS

A Background

A Problem

A What

How

A Purpose

@ OPENTHOS



OPENTHOS

A Purpose
A High performance OS

A Android ecosystem

A Developers

A User

A High Security

A Cross-platform

@ OPENTHOS



